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Built-in workflows for office
hours / non-office hours or
integrate with external
ticketing system

Use encryption key, security
policies from Safe with 
optional HSM protection

Workflow-driven credentials
Check-in / Check-out with
auto password update on
check-in

SSO to target resource 
with session video 
recording

CSV import and backup 
PDF versioning

Agent & Agentless 
Integration with 
databases, Unix, 
windows, routers, 
firewalls

Support various
authentication options

Tagging credentials
(privileged passwords)
e.g by project, UAT,
production, OS

Native Integration to
existing Enterprise user
store or target resource
data store

Secure access 
and seamless connection 
from any location
on any device (desktop, 
laptop,mobile)

TM

UCM
secure management of credentials
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Approver(s)

Privileged User Access (PUA)
via Web-based Self-Service Portal

Privileged 
Users

Requesters

Target Resources

Any Device at Any Location:
Cloud, Hosted or On-Premise

PSM Gateway
Server

Visual Recording &
Log Generation

Audit Log Review

Privileged Session Manager (PSM)

User Directories

HSM

Policy Store &
Password Vault

End-to-End Privileged Account Activity Management

Password Update &
Validation

Strong Authentication & 
Single Sign On

Access Request &
Approval

IT Administrator
Security Officer
Compliance Officer

VMware
Citrix

Unix
Windows
DB Server
MF Host
AS/400
Network Device
Proprietary Systems &
Applications

Business User
R&D Developer

3rd Party Software Vendor
Outsource Support
IT Administrator
Custodian

 
 

 
 

 
 


